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Structure of this presentation

1. Objectives of my PhD

2. ESA project TERMINATE

3. Interference suppression unit (ISU) with a SDR/USRP

4. Types of interferences and the RFI impact to GNSS receivers

5. Maximum theoretical mitigation capability based on the 
hardware parameter

6. Overview of mitigation methods

7. Influence on timing applications
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Objectives of the PhD

1. RFI Mitigation: Consideration of the full signal chain

Å Hardware and software

Å Maximum theoretical mitigation capability based on the hardware parameter (assumption of 
a perfect DSP mitigation)

2. Finding a solution, which handles the overall complexity of various DSP algorithms

Å There are many papers and solution proposed, but which methods are better and more 
flexible under manifold RFI conditions?

Å What is the optimum parametrization for this methods?

Á e.g. filter depth, thresholds, windowing

Å Which ones are real-time capable?

Á in general: CPU/GPU

Á for: FPGAs?

3. Real-time demonstration (development platform) with a interference suppression 
unit for existing GNSS receivers/infrastructures

4. Definitions of a metrics, which quantifies the RFI robustness of the GNSS receivers 
and/or mitigation techniques (improved comparability)
Å includesappropriatetest scenarios

5. How is the influence to applications?

Å like timing, RTK, PPP
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Starting point for my PhD: 

ESA project ñTERMINATEò (from 2012 to 2015)

Concept Demonstrator
Novel Signal Processing Interference Cancellation1

Å Objective was to investigate a future GNSS receiver design offering a visibly superior interference 
detection and rejection capability compared to that typically achieved by state of the art commercial GNSS 
receivers

Å Validation of the enabling techniques and features by means of an IDM concept demonstrator based on a 
commercial receiver (IFEN GmbH, SX-NSR Software Receiver) 

Å RF-FE: 8bit, 10 MHz band width

Å RF-FE also provides a very high out-of-band signal rejection

Å Algorithms are based on: 

Å AGC (fast/slow mode, Pulse Blanking)

Å Statistical Tests

Å FIR and IIR filter (for time-ǎǘŀǘƛƻƴŀǊȅ άǎǘŀƴŘŀǊŘέ ŀƴŘ ǘƛƳŜ-ǾŀǊȅƛƴƎ άŀŘŀǇǘƛǾŜέύ

Å Fourier Transform (FT)

Å Short-Time Fourier Transform (STFT)

Å Fractional Fourier Transform (FrFT)

Å Wavelet Transform (WT)

Å Signal Tracking and Suppression

Å Karhunen-Lòeve-Transform (KLT)

4

1άInterference Mitigation based on Novel Signal Processing Cancellation and RF-Front-End 
ό¢9waLb!¢9ύέΣ ŦǳƴŘŜŘ ōȅ 9{!-ESTEC (Netherlands)
Consortium of the University FAF Munich, IFEN GmbH and WISER S.r.l.
(ESA Project Officer: Francisco Amarillo Fernandez)

low power 

consumption

medium power consumption

high power consumption
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Concept of the ISU (1)
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any GNSS antenna

any GNSS receiver
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Concept of the ISU (2)
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any GNSS antenna

any GNSS receiver

NI USRP RIO
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Potential Interference Sources
Å out-of-band signals

Å Analog TV Channels

Å DVB-T Signals

Å VHFCOM

Å FM Harmonics

Å Personal Electronics Devices (PED)

Å SATCOM

Å VOR and ILS Harmonics

Å Mobile Satellite Service (MMS)

Å Mobile Phone Interference
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Å in-band signals

Å Military/Civil Aeronautical 
Communication Systems

Á tactical air navigation (TACAN)

Á distance measuring equipment (DME)

Å Ultra-Wideband Signals (UWB)

Å Personal Privacy Devices (PPDs) / 
Jammer

Å Amateur TV

[Dovis, P. 34ff]

Å Focus on PPDs
Å reported by T. Kraus and R.H. Mitch at ION GNSS 2011 [Kra][Mit]

Å Additionally to RFI projected GNSS receivers, the PPD issue can be 
controlled by the government

Å [ŀǘŜǎǘ ŜȄŀƳǇƭŜΥ άC// CƛƴŜǎ /ƘƛƴŜǎŜ wŜǘŀƛƭŜǊ ϷопΦф aƛƭƭƛƻƴ ŦƻǊ aŀǊƪŜǘƛƴƎ LƭƭŜƎŀƭ 
ΨWŀƳƳŜǊǎέΣ aŀƛ нлмс ώC//ϐ
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ăNaturalò robustness of GNSS signals
Vulnerability of GNSS signals

ÅQuestion:
How robust are GNSS signals against RF interferences?

ÅAnswer, which you usually get:
ÅάDb{{ ǎƛƎƴŀƭǎ ŀǊŜ ǾŜǊȅ ǿŜŀƪ ƻƴ ŜŀǊǘƘ ŀƴŘ ǘƘŀǘΩǎ ǿƘȅ ǘƘŜȅ ŀǊŜ ƴƻǘ 
Ǌƻōǳǎǘ ŀƎŀƛƴǎǘ wC ƛƴǘŜǊŦŜǊŜƴŎŜǎέ

ĄLǎ ǘƘƛǎ άǇƘǊŀǎŜέ ŎƻǊǊŜŎǘΚ

8

maximum distance for a guaranteed service
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GNSS signals and RFI
Å GNSS signals are buried under the thermal 

noise.

Å The noise floor is defined by the overall noise 
figure of the GNSS receiver and antenna.

Å Any increase of the noise floor, which can also 
be caused by RFI, is degrading the SNR of the 
GNSS signal.
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GNSS Signal Degradation (RFI Power)

and RFI Tolerance
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I II III

Å Tolerable Jamming Power ƛǎ άƘŜǊŜέ ŘŜŦƛƴŜŘ ŀǎ ǇƻǿŜǊ ƻŦ ǘƘŜ wCLΣ ǿƘƛŎƘ ƛǎ ƴƻǘ 
or only slightly affecting the SNR.
Å Ŝǉǳŀƭǎ ǘƻ ǘƘŜ ŜƴŘ ƻŦ άwŜƎƛƻƴ Lέ όǎŜŜ ƻƴŜ ǎƭƛŘŜ ōŜŦƻǊŜύ

Å hǘƘŜǊ ƳŜǘƘƻŘƻƭƻƎȅ ǳǎŜŘ ōȅ άDt{ !ŘƧŀŎŜƴǘ-.ŀƴŘ /ƻƳǇŀǘƛōƛƭƛǘȅ !ǎǎŜǎǎƳŜƴǘ tƭŀƴέ ƻŦ ǘƘŜ ¦Φ{Φ 
Department of Transportation (DOT):
άмŘ. ǊŜŘǳŎǘƛƻƴ ƻŦ ǘƘŜ /κb0ŘŜŦƛƴŜǎ ǘƘŜ ǘƻƭŜǊŀōƭŜ ƧŀƳƳƛƴƎ ǇƻǿŜǊέ

Test setup and andRFI power level:

Å Initial RFI power at the antenna:

Å Pinit,ant = -116.5dBm

Å Initial RFI power at the GNSS receiver:

Å Pinit,receiver= -91.0dBm

Å Receiver:

Å SeptentrioPolaRx4

Å RFI:

Å CW

Å fCW=fGPS,L1+1.023MHz
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RF Signal Chain of the ISU Setup
(for the calculation of the maximum mitigation capability)

ÅActive antenna: 
Å LNA: bC мΦрŘ.Σ D Ғ рлŘ.

ÅSDR/USRP
Å the full chain of RF components

(appears at the running order)

ÁAmplifier: G=13.2dB

ÁSwitch (Selection of the Input Channel)

ÁDigital attenuator

ÁAmplifier: G=13.2dB

ÁDigital attenuator

ÁRF transformer

ÁDemodulator: G=6.8dB

ÁADC Driver

ÁADC: 14-bit

11
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Maximum Theoretical Mitigation Capability

Å Maximum Theoretical Mitigation Capability (MTMC) is the maximum 
regain we can get, because of the hardware conditions
Å based on the hardware parameter under the assumption of a perfect 

DSP-suppression of the RFI

Å Tests have shown that the MTMC for RFIs with constant power can be 
calculated by the third-order intercept point IP3 minus the power of the 
noise floor
Å GMTMC = IP3 - N

Å The noise floor at the input of the SDRis determined by the antenna and 
cable (gain of the LNA of the antenna Gant and NFant)

Å N[dBm/Hz] = N0 + NFant + Gant

Å The minimum gain of the antenna (including the loss of the cable) is given through the 
Friisformular

Á given:NFant = 1.5dB, NFSDR= 5dB, BWant = 130MHz; design traget: NFsystem= 1.5dB 

Á ĄGant,min = 25.5dB

Á N0 = ƪϊ¢eq [W/Hz] = -174dBm/Hz (@ NF = 0dB)

Å N[dBm] = N[dBmκIȊϐ ϊ млƭƻƎόBWant) = -65.9dBm

Å GMTMC  = IP3+ 65.9dBm  = ??dB
12
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ETTUS SBX RF Board

(Part of NI USRP 29x2R) 

IP3 = -15dB

NF = 5dB

Gain of the USRP [dB] Ą
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Maximum Theoretical Mitigation Capability

Å Maximum Theoretical Mitigation Capability

Å GMTMC  = IP3+ 65.9dBm  = ??dB

Å GMTMC  = -15dBm+ 65.9dBm  = 50.9dB

Å Dynamic range of an A/D-Converter
Å ὈὙὨὄ ςπɇὰέὫς φȢπςɇὲ

Å The SDR (USRP) has a 14-bit ADC

Å ĄDR = 84.3dB

Å Effective number of bits (ENOB)

ÅὉὔὕὄ
Ȣ

Ȣ

Ȣ Ȣ

Ȣ
ψȢς

Å SINAD is the ratio indicating the quality of the signal

Å The 6.02 term in the divisor converts decibels to bits

Å The 1.76 term comes from quantization error in an ideal ADC

14
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RFI mitigation

15
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RFI Mitigation Methods (Groups)

ÅThere are various methods to mitigate RFI: 
(each with pro and cons; combined solutions possible or desired)

Åon hardware side or digital domain

ÅPre- or post-correlation

ÅSingle aperture antenna
Áone port: e.g. RHCP

-Digital Signal Processing (DSP)

» Destructive: filtering (time- or frequency domain)

» Non-Destructive:ǎǳōǘǊŀŎǘƛƻƴ ƻŦ ǘƘŜ άǇŜǊŦŜŎǘέ wCL ǊŜǇƭƛŎŀ

Á two port: e.g. RHCP+LHCP or vertical/horizontal

ÅArray antenna (CRPA)
ÁAnalog: Phase-shifters and amplifiers/attenuators

ÁDigital beamforming

16
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Pre- and Post-Correlation Mitigation

Å Pre-Correlation Mitigation:

Å DSP occurs before the correlation process

Å Signal stream modification usually common to all GNSS signals

17

Á Post-Correlation Mitigation:

Á Implemented after the correlation process

Á allows (or even forces) satellite specific processing

[Borio]
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Destructive and Non-Destructive 

ÅNon-DestructiveRFI mitigation 
Å non-destructive in an ideal situation Ą but, can also become 

destructive

18

ÁDestructiveRFI mitigation
Á Filter is also reducing part of the energy of the GNSS signal
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Front-end Modifications 

(Recommendations)

Å Improved analog filter to avoid that out-of-band RFI is 
saturating the RF components or mirroring into the 
in-band

ÅHigh fidelity ADCs to get a linear representation of the RFI

ÅADCs (and analog RF components), which are operating in 
the non-ƭƛƴŜŀǊ ǊŜƎƛƻƴ ōŜŎŀǳǎŜ ƻŦ wCLΣ ŀǊŜ άŘŜǎǘǊƻȅƛƴƎέ ǘƘŜ 
noise floor where the GNSS signals are buried.

ÅModification of the ADC methodology 

ÅwŜŘǳŎǘƛƻƴ ƻŦ ǘƘŜ ƻǾŜǊŀƭƭ άŀƴŀƭƻƎέ Ǝŀƛƴ

ÅPossible because of the multi-bit ADCs (at least 8-bit)

19
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List of DSP mitigation techniques
(primarily for signal aperture antenna solutions)

Å Pulse Blanking

Å FIR and IIR filter

Å Notch-Filter 

Å Fourier Transform (FT)

Å Short-Time Fourier Transform (STFT)

Å Fractional Fourier Transform (FrFT)

Å Wavelet Transform(WT)

Å Wavelet-Packet-Decomposition

Å Suppression with a RFI replica

Å Karhunen-Lòeve-Transform (KLT)

Å Mitigation via Polarization

20
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Mitigation of a FM Signal and

the Maximum Signal Dynamic of the ISU

21

Å Initial RFI power at the ISU input Pinit,ISU= -98.9dBm

Å Initial RFI power at the antenna Pinit,ant = -124.4dBm

Å Regain of GPS: D Ғ пфŘ. @ Pant = -49.4dBm

Å I/S(GPS) = -49.4dBm + 127.5dBm = 78dB

RFI:
- FM

- fC=fGPS+2MHz

- Waveform: Sine

- Waveform Frequency: 25 kHz

- Deviation: 1 MHz

Mitigation:
- FDAF/STFT

- Overlapping factor: 0.5

- FFT depth: N = 4096

- Windowing: Hann

[Kra15]
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Personal Privacy Device (1)

22

RFI:
- PPD

- fcenter = fGPS

- BW = 12.18 MHz

- TSW = 14.48 µs

- TSW,up = 6.83 µs

- TSW,down = 7.65 µs

Mitigation:
- FDAF/STFT

- Overlapping factor (OLF): 0.5

- FFT depth: N = 1024 or 4096

- Windowing: Hann

Å Initial RFI power at the ISU input Pinit,ISU= -92.3dBm

Å Initial RFI power at the antenna Pinit,ant = -117.8dBm

Å Maximum regain of GPS with FDAF/STFT (N = 4096): D Ғ нлŘ.

Band

Band

Ὢ ρπὓὌᾀρπὓὛȾί ᴼὸ ρππὲί

ὸ ȟ ρπς‘ί
ὸ ȟ τρπ‘ί

ὸ ȟ ὸɇὔ

ὤȟ
ɇ

[# chirp repetitions]

ὤ ȟȢ σȢυς ὤ ȟȢ ςψȢσρ

[Kra15]
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Personal Privacy Device (1)
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RFI:
- PPD

- fcenter = fGPS

- BW = 12.18 MHz

- TSW = 14.48 µs

- TSW,up = 6.83 µs

- TSW,down = 7.65 µs

Mitigation:
- FDAF/STFT

- Overlapping factor (OLF): 0.5

- FFT depth: N = 1024 or 4096

- Windowing: Hann

Å Initial RFI power at the ISU input Pinit,ISU= -92.3dBm

Å Initial RFI power at the antenna Pinit,ant = -117.8dBm

Å Maximum regain of GPS with FDAF/STFT (N = 4096): D Ғ нлŘ.

Band

Band

Ὢ ρπὓὌᾀρπὓὛȾί ᴼὸ ρππὲί

ὸ ȟ ρπς‘ί
ὸ ȟ τρπ‘ί

ὸ ȟ ὸɇὔ

ὤȟ
ɇ

[# chirp repetitions]

ὤ ȟȢ σȢυς ὤ ȟȢ ςψȢσρ

[Kra15]
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Personal Privacy Device (2)
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Å Initial RFI power at the ISU input Pinit,ISU= -92.3dBm

Å Initial RFI power at the antenna Pinit,ant = -117.8dBm

Å Maximum regain of GPS with FDAF/STFT (N = 4096): D Ғ нлŘ.

Å aŀȄƛƳǳƳ ǊŜƎŀƛƴ ƻŦ Dt{ ǿƛǘƘ άCƛƭǘŜǊ Ҍ .ƭŀƴƪƛƴƎέΥ D Ғ плŘ. @ Pant = -47.8dBm

Å I/S(GPS) = -47.8dBm + 127.5dBm = 79.7dB

RFI:
- PPD

- fcenter = fGPS

- BW = 12.18 MHz

- TSW = 14.48 µs

- TSW,up = 6.83 µs

- TSW,down = 7.65 µs

Mitigation:
- FDAF/STFT

- Overlapping factor: 0.5

- FFT depth: N = 1024 or 4096

- Windowing: Hann

Band

Band

[Kra15]



ITSNT 2016 - Kraus, T. - 16.11.2016

Personal Privacy Device (3)
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RFI:
- PPD

- fcenter = fGPS

- BW = 12.18 MHz

- TSW = 14.48 µs

- TSW,up = 6.83 µs

- TSW,down = 7.65 µs

Mitigation:
- FDAF/STFT

- Overlapping factor: 0.5

- FFT depth: N = 1024 or 4096

- Windowing: Hann

Å Initial RFI power at the ISU input Pinit,ISU= -92.3dBm

Å Initial RFI power at the antenna Pinit,ant = -117.8dBm

Å Maximum regain of GPS with FDAF/STFT (N = 4096): D Ғ нлŘ.

Å aŀȄƛƳǳƳ ǊŜƎŀƛƴ ƻŦ Dt{ ǿƛǘƘ άCƛƭǘŜǊ Ҍ .ƭŀƴƪƛƴƎέΥ D Ғ плŘ. @ Pant = -47.8dBm

Å I/S(GPS) = -47.8dBm + 127.5dBm = 79.7dB

Band

Band

[Kra15]
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Personal Privacy Device (3)
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RFI:
- PPD

- fcenter = fGPS

- BW = 12.18 MHz

- TSW = 14.48 µs

- TSW,up = 6.83 µs

- TSW,down = 7.65 µs

Mitigation:
- FDAF/STFT

- Overlapping factor: 0.5

- FFT depth: N = 1024 or 4096

- Windowing: Hann

Å Initial RFI power at the ISU input Pinit,ISU= -92.3dBm

Å Initial RFI power at the antenna Pinit,ant = -117.8dBm

Å Maximum regain of GPS with FDAF/STFT (N = 4096): D Ғ нлŘ.

Å aŀȄƛƳǳƳ ǊŜƎŀƛƴ ƻŦ Dt{ ǿƛǘƘ άCƛƭǘŜǊ Ҍ .ƭŀƴƪƛƴƎέΥ D Ғ плŘ. @ Pant = -47.8dBm

Å I/S(GPS) = -47.8dBm + 127.5dBm = 79.7dB

Band

Band

[Kra15]

multi-tap filter

+ blanking
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Mitigation

by using the polarization of the signals 
to distinguish between the GNSS and the interference signals

27

Advantage:
- the only algorithm with a single-aperture antenna, who can mitigate 

broadband noise RFI
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Mitigation withé

Åŀ άǘǿƻ-ǇƻǊǘέ ǎƛƴƎƭŜ ŀƴǘŜƴƴŀ
Å Using the polarizationof the signals to distinguish between the GNSS 

and the interference signals (any type ςeven broadband noise)

28
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RHCP/LHCP antenna

Å RHCP

Å GNSS signal

Å halve of the interference power

Å LHCP

Å halve of the interference power

29

Source: B. Rama Rao, W. Kunysz, R. L. Fante and

K. F. McDonald, GPS/GNSS Antennas, Artech House, 2013

Same amplitude,

but different phase offset

SDR Ch1

SDR Ch2

Source: G. Panther, ĂPatch Antennas for the New GNSS,ñ in GPS World, February 2012
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Ў—

RHCP

LHCP Filter(1)

-Ў— πЈ

(1)Phase shift & magnitude 

correction

Demonstration (of the concept)

Note:

The purpose of this demonstration is to provide a simplified explanation. It is not reflecting a realistic 

time-domain signal! 


