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Structure of this presentation ’}

Objectives of my PhD

ESA project TERMINATE

Interference suppression unit (ISU) with a SDR/USRP
Types of interferences and the RFI impact to GNSS receiver:

Maximum theoretical mitigation capability based on the
hardware parameter

Overview of mitigation methods
Influence on timing applications

e
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ODbjectives of the PhD p*

RFI Mitigation: Consideration of the full signal chain
Hardware and software
Maximum theoretical mitigation capability based on the hardware parameter (assumption
a perfect DSP mitigation)

Finding a solution, which handles the overall complexity of various DSP algorithms

There are many papers and solution proposed, but which methods are better and more
flexible under manifold RFI conditions?

What is the optimum parametrization for this methods?
e.g. filter depth, thresholds, windowing
Which ones are redime capable?
in generalCPU/GPU
for: FPGAs?
Realtime demonstration (development platform) with a interference suppression
unit for existing GNSS receivers/infrastructures

Definitions of a metrics, whiclguantifies the RFI robustness the GNSS receivers
and/or mitigation techniques(improved comparability)
includesappropriatetest scenarios

How is the influence to applications?

like timing, RTK, PPP @
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Starting point for my PhD: —
ESA project ATERMI NATEO (fr%

Concept Demonstrator
Novel Signal Processing Interference Cancellation

Objective was to investigate a future GNSS receiver design offering a visibly superior interference
detection and rejection capability compared to that typically achieved by state of the art commercial GNSS
receivers

Validationof the enabling techniques and features by means ofC#v concept demonstratobased on a
commercial receiver (IFEN GmbH;NSR Software Receiver)

RFFE: 8bit, 10 MHz band width
RFFE also provides a vengh out-of-band signal rejection
Algorithms are based on:
AGC (fast/slow mode, Pulse Blanking)
Statistical Tests low power
FIR and IIR filter (fortim@ G F GA 2V I NBE @ &bk MRA WRE & F i IREFUBPER |
Fourier Transform (FT) R
ShortTime Fourier Transform (STFT
Fractional Fourier Transforr&iFl
Wavelet Transform (WT)

Signal Tracking and Suppression _ _
KarhunenLoeveTransform (KLT) } high power consumption

1 dinterference Mitigation based on Novel Signal Processing Cancellation aAer&#-End
6¢9walLb! ¢90¢ =ESTERY(Ne®BEIandsy 9 { !

Consortium of the University FAF Munich, IFEN GmbH and \8ISER

(ESA Project Officer: Francisco Amarillo Fernandez)

. e ler Bunde \I/ -
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any GNSS antenna

any GNSS receiver
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Concept of the ISU (2) )

GNSS antenna

USRP RIO as Interference Suppression Unit

any GNSS antenna FPGA Kintex?
: \ RF Cable

PXle-x4 N| PC for signal analysis and
ADC P FIFO —P:: )
control of the DSPs

——P FIFO

i RF Cabl
“-p| FIFO P DSP Mitigation ——p| DAC >ﬁ> GNSS Receiver

any GNSS receiver

NI USRP RIO

N
der Bundeswehr
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A NG
Potential Interference Sources A

[Dovis, P. 34ff]
in-band signals out-of-band signals
Military/Civil Aeronautical Analog TV Channels
Communication Systems DVBT Signals

tactical air navigation (TACAN)
distance measuring equipment (DME)

Ultra-Wideband Signals (UWB)
Personal Privacy Devices (PPDs) /

VHFCOM
FM Harmonics
Personal Electronics Devices (PED)

Jammer SATCOM _
Amateur TV VOR and ILS Harmonics
Mobile Satellite Service (MMS)
v Mobile Phone Interference
Focus on PPDs '

reported by T. Kraus and R.H. Mitch at ION GNSS Red[Mit]

Additionally to RFI projected GNSS receivers, the PPD issue can be
controlled by the government

[ FGS&ad SEI YLX SY aC// CAySa / KAaySasS wSi
WWF YYSNBé€X alA wHnmc wC/ / 8
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A Question:
How robust are GNSS signals against RF interferences?

A Answer, which you usually get:
AaDb{{ aArAdayrita INBE OSNEB ¢6SI {1 2
NPoOodza (G | 3IFAyald wC AYUSNFSNByOSa
ALa8 OKAA AGLIKN)Y&aSé¢ O2NNBOGK

y

S 4

|A L|

| maximum distance for a guaranteed service
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GNSS signals and RFI

GNSS signals are buried under the thermal
noise.

The noise floor is defined by the overall noise
figure of the GNSS receiver and antenna.

Any increase of the noise floor, which can also
be caused by RFlI, is degrading the SNR of thel§
GNSS signal.

o F
T T 1

-90
-95
-100
-105
-110
-25M -20M -15M -10M -5M 0 5M 10M 15M 20M 25M
Center Freq: 1,575420000 GHz ~ Avgs: 50/50 Span: 50,000000 MHz Center Freq: 1,575420000 GHz ~ Avgs: 50/50 Span: 50,000000 MHz
RBW: 9,991 kHz (3dB) VBW: 10,000 kHz Sweep Time: 16 ms RBW: 9,991 kHz (3dB) VBW: 10,000 kHz Sweep Time: 16 ms
FFT Window: 7-term B-H FFT Width: 24,900000 MHz FFT Window: 7-term B-H FFT Width: 24,900000 MHz
IF Filter: Through (ND) Preamp: Enabled 5605 Pre-Selector: Not In Sig Path IF Filter: Through (ND) Preamp: Enabled 5605 Pre-Selector: Not In Sig Path
Measurement: Channel Power Measurement: Channel Power
Center Freg: 1,575420000 GHz Bandwidth: 10,000000 MHz Power: -77,08 dBm Center Freq: 1,575420000 GHz Bandwidth: 10,000000 MHz Power: -76,68 dBm
Ul?ivefsftdf Viunche INSTITUTE OF
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GNSS Signal Degradation (RFI Power) —
and RFI| Tolerance A

GPS PRN 19
16— 3
e L T T i (et | Test setup andind RFI power level:
44 — ‘ . _
'L\ Initial RFI power at the antenna:
42 &‘“’ﬁ Pinit,ant =-116.5dBm
10 e 1 Initial RFI power at the GNSS receiver:
E' 18 \ Pinit,receiver: -91.0dBm
2 \L Receiver:
< N SeptentrioPolaRx4
e” ‘v\( RFI:
32 ) Ccw
“ I 11 | ||| fowfeps, 11.023MHz
| | L] | L]
28_| ;l" 1 I= -”
0 25 5 75 10 125 15 175 20 225 25 27,5 30 325 35 37,5 40 425 45 I I E 4 ,
Mormalized Power of Interference [dB] L
| no mitigation |/\| |

Tolerable Jamming Power & G KSNB&é¢ RSTFAYSR | & L2 g ¢S
or only slightly affecting the SNR.

<
o
Qx

SljdzZ- fa G2 GKS SyR 2F awS3aA2y Lé 0asSsS 2
hiKSNJ YSOK2R2f 238& -dtaydR /62Y14AIDG X 0 A tREet O SlyaiaSaa
Department of Transportation (DOT):

GMR. NBRAOIREFAFPBAOGKES/ kKRt SNIo6fS 2FYYAy3a LR
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RF Signal Chain of the ISU Setup

(for the calculation of the maximum mitigation capability)

Active antenna:
LNAbC M®PpR. X D F pnR.

SDR/USRP

the full chain of RF components
(appears at the running order)

Amplifier:G=13.2dB

SWitCh(SeIection of the Input Channel)

Digital attenuator - == s
Amplifier: G=13.2dB S | PR < -
Digital attenuator — ¥

RF transformer
Demodulator:G=6.8dB
ADC Driver

ADC: 145it
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Maximum Theoretical Mitigation Capability i

Maximum Theoretical Mitigation CapabilitMTMC) is the maximum
regain we can get, because of the hardware conditions

based on the hardware parameter under the assumption of a perfect
DSPsuppression of the RFI

Tests have shown that tHdTMC for RFIs with constant powean be
calculated by thehird-order intercept point IR minus the power of the
noise floor

Gurmc= IR -N
Thenoise floor at the input of the SDR determined by the antenna and
cable(gain of the LNA of the antenng,GandNF,,,)

N[dBmHz] = N +NE, .+ Gy,

The minimum gain of the antenna (including the loss of the cable) is given through the
Friisformular
given:NF,, = 1.5dB, Nfyz= 5dBBW,,; = 130MHzdesigntraget: NF .= 1.5dB

A Gant,min: 25'5dB
Ny =1 tqPV/Hz] =-174dBm/Hz (@ NF = 0dB)
N[dBm =N@Bnk | T 8 BW, ) A-65DBM

Gyrvc =P, + 65.9dBm 22dB -
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All Figures (dE ¢ dBc / dBm)

RX Figure vs Gain w/ Frequency=1550.00MHz

ETTUS SBX RF Board
(Part of NI USRP 29x2R)
—_— T T
—
; e
0 g NF = 5dB -

m T

E 1QBatance [~

m DCOffset [
1-20 © / lnput IP3 [

= IP3 = -15dB imput P2 [N

N Noise Figure [,

o
w3

LL

<
1-60
-80

Gain of the USRP [dB] A
5.0 10.0 15.0 20.0 25.0 30.0 35.0

Gain (dB)



Maximum Theoretical Mitigation Capabillity

Maximum Theoretical Mitigation Capability
Gurme=1P;+ 65.9dBm =27dB

Dynamic range of an A/EConverter
O0YQd ¢ T#aeCQ @8t ¢
The SDR (USRP) has ®itADC
A DR =84.3dB

Effective number of bits (ENOB)
o~ 38 8 8
Ouvuvo 3 3 g
SINAD is the ratio indicating the quality of the signal
The 6.02 term in the divisor converts decibels to bits
The 1.76 term comes from quantization error in an ideal ADC

Miinchen

Universitat Miinche
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REI mitigation
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RFI Mitigation Methods (Groups) g

There are various methods to mitigate RFI:
(each with pro and cons; combined solutions possible or desired)

on hardware side or digital domain
Pre or postcorrelation

Single aperture antenna

one port: e.g. RHCP

Digital Signal Processing (DSP)
Destructive:filtering (time- or frequency domain)
Non-Destructive:d dzo 4 N} QG A2y 2F (GKS & LISNF:

two port: e.g. RHCP+LHCP or vertical/horizontal

Array antenna (CRPA)

Analog: Phasshifters and amplifiers/attenuators
Digital beamforming

@
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Pre and PosEorrelation Mitigation f?‘

[Borio]
Pre-Correlation Mitigation:

DSP occurs before the correlation process

Signal stream maodification usually common to all GNSS signals

Front-end  |—»| Detection &
Mitigation [  Correlator

Interference jﬂ" | \

A PostCorrelation Mitigation:
A Implemented after the correlation process
A allows (or even forces) satellite specific processing

| ——

Correlator = Interference
™ Detection &
Mitigation

Front-end

5

®
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Destructive and No@astructive

A DestructiveRFI mitigation

_—

P

A Filter is also reducing part of the energy of the GNSS signal

Interference
detection

—>

v

>

Filter

(Time or Transformed Domain)

Non-DestructiveRFI mitigation

non-destructive in an ideal situatiof but, can also become

destructive

detection

ITSNR016- Kraus, T- 16.11.2016

Interference
|—> —p

Interference
estimation

18

Interference
reconstruction

<
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Froniend Modifications ——

(Recommendations) i 3 i

Front-end

Improved analog filterto avoid that outof-band RFI is
saturating the RF components or mirroring into the
In-band

High fidelity ADC#0 get a linear representation of the RFI

ADCs (and analog RF components), which are operating in
thenonf AYSFNJ NSIA2Y 0SOldzaS 27
noise floor where the GNSS signals are buried.

Modification of the ADC methodology

WSRdAzOGA2Y 2F (UKS 20SNIftft at
Possible because of the mdiiit ADCs (at least-Bit)

@
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List of DSP mitigation techniques ¢4

(primarily for signal aperture antenna solutions)

A time series

Pulse Blanking

FIR and IIR filter
Notch-Filter

Fourier Transforn(FT)

frequency

frequency

time

ShortTime Fourier Transform (S
Fractional Fourier Transforri=)

Short-Time FT
* (Overlapping factor = 0.5)

Wavelet Transform(\WT)

WaveletPacketDecomposition

increasejof the
data processing requirements

frequency

Suppression with a RFI replica

KarhunenLoeveTransform (KLT)
Mitigation via Polarization

.

time

low DSP requirements, but at least the
double amount of hardware resources

ITSNR016- Kraus, T- 16.11.2016 20 Universitat g Smine

A Fourier transform

time

* wavelet transform

SONNNN

frequency

%

time

@
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Mitigation of a FM Sigraald —
the Maximum Signal Dynamic of the ISU A

[Kral5]

Rl U U U Y S Y N e R RFI:
44 ] F'\—A

- f=fgpst2MHz

- Waveform: Sine
42 - Waveform Frequency: 25 kHz
© - Deviation: 1 MHz

Mitigation:

-  FDAF/STFT

- Overlapping factor: 0.5

/M0 [dB-Hz]
B

36 - FFT depth: N = 4096
- Windowing: Hann
34
Galileo OS5 - FDAF/STFT N=4036 | #™
32 Galileo 05 - no mitigation
GPS C/A - FDAF/STFT N=4096 |:|
30 1 q . e
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 GP% C/A - no mitigation

Mormalized Power of Interference [dB]

Initial RFI power at the ISU inpB;; ;5,=-98.9dBm
Initial RFI power at the antenrig,;; .. =-124.4dBm

Regain of GP® F @&R=-49.4dBm
I/S(GPS) 49.4dBm + 127.5dBm78dB

®
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Personal Privacy Device (1)

GPS PRN 19 REI
:::'_:. sl - PPD
44 i - fcenter = fGPS
- BW =12.18 MHz
42 - Tgw=14.48ps
— 40 B TSW,down =7.65ps
< X Mitigation:
=. 38 - FDAFISTFT
g \ 1 - Overlapping factor (OLF): 0.5
36 - FFT depth: N = 1024 or 4096
‘\ \ - Windowing: Hann
34
’s k 7| FDAF/STFT N=4096 ™
32 A 7] FDAF/STFT N=1024
\ 1 BandPass Filter + Blanking |:|
30-1 , .
0 5 10 15 20 25 30 35 40 45 S50 55 60 65 70 75 BandPass Filter -
Maormalized Power of Interference [dB) V| no mitigation
Initial RFI power at the ISU inpB;; ,sy=-92.3dBm Q pmdOGp nislYy ©0 pmme
Initial RFI power at the antenrig,; ., =-117.8dBm O 5 00 f" i 0 "‘Cf
O § T p'mu

Maximum regain of GPS with FDAF/STFT (N=4D9%F H nR.
D f [# chirp repetitions]

W pg OBC O pg (PP
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Personal Privacy Device (1)

GPS PRN 19 o
46-

44

42

.
L]

C/M0 [dB-Hz]
&
g B

35 i‘,\ 135
34 \ M -4,8M -3,6M -2,M LM 0 LM M 3.6M 4,8M ™
’S k FDAF/STFT N=4096 |Q|
32 A FDAF/STFT N=1024
\ l [] BancPass Filter + Blanking [
30-1 , .
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 | L BancassFilter -
Maormalized Power of Interference [dB) no mitigation |_|
Initial RFI power at the ISU inpB;; ,sy=-92.3dBm Q pmdOGp nislYy ©0 pmme
Initial RFI power at the antenrig,; ., =-117.8dBm O h  0gD (“) i 0 H‘Cf
Maximum regain of GPS with FDAF/STFT (N=4D96F H N R. O nh T pr

D f [# chirp repetitions]

W pg OBC O pg (PP

ITSNTR016- Kraus, T-16.11.2016 23



Personal Privacy Device (2)

GPS PEM 19 RFI
Sl P - PPD

P i, fcenter = fGPS
- BW=12.18 MHz
”\“\ - Tew=14.48ps
: T\\ - Tswup =6.83 s
- TSW,down =7.65 HS
\" Mitigation:
J& - - FDAFISTFT
- Overlapping factor: 0.5
\ - FFT depth: N = 1024 or 4096

44

42

=
[

/M0 [dB-Hz]
&

L
(=31

- Windowing: Hann

\
's

34 |
k J| FDAF/STFT N=4096 P
32 A 7| FDAF/STFT N=1024
\ 1 | Bandass Filter + Blanking I:I
30-L | .
0 5 10 15 220 25 30 35 40 45 50 55 60 6 70 75 Bandbass Filter B
Mormalized Power of Interference [dB) J| no mitigation

Initial RFI power at the ISU inpBt; s,=-92.3dBm
Initial RFI power at the antenrig,; ., =-117.8dBm
Maximum regain of GPS with FDAF/STFT (N=4D9%F H nR.
al EAYdzY NB3IAIAY 2F DtD BA@RRMCAMBHISNI b .t Yyl Ay3IE
I/S(GPS) 47.8dBm + 127.5dBm = 79.7dB
®
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Personal Privacy Device (3)

GPS PEM 19 RFI
Rl P - PPD

i W fcenter = fGPS
- BW=12.18 MHz
”\s“’x - Tew=14.48 ps
. ’T\x - Tswup =6.83 s
- TSW,down =7.65 HS
X Mitigation:
J& = - FDAF/STFT
- Overlapping factor: 0.5
\ - FFT depth: N = 1024 or 4096

44

42

=
L]

/M0 [dB-Hz]
&

L
(=31

- Windowing: Hann

A
\

34 |
& 4| FDAF/STFT N=4036 P
2 i 7] FDAF/STFT N=1024
\ 1 | Bandass Filter + Blanking I:I
30— 1 7 i
0 5 10 15 20 25 30 35 40 45 50 55 60 65 70 75 Bandass Filter =
Mormalized Power of Interference [dB] ¥| no mitigation

Initial RFI power at the ISU inpBt; s,=-92.3dBm
Initial RFI power at the antenrig,; ., =-117.8dBm
Maximum regain of GPS with FDAF/STFT (N=4D9%F H nR.
al EAYdzY NB3IAIAY 2F DtD BA@RRMCAMBHISNI b .t Yyl Ay3IE
I/S(GPS) 47.8dBm + 127.5dBm = 79.7dB
®
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Personal Privacy Device (3)

GPS PRN 19 REI
T ] - fppD Ny
i i - - center — 'GPS
44 multi-tap _fllter C BW = 1218 MHz
+ blanking _
42 - Tgw=14.48ps
X4 up =
= 40 \\< - TSW,dOWn =7.65 HS
- Mitigation:
= 38 G - FDAF/STFT
= 1 P - Overlapping factor: 0.5
36 \"g - FFT depth: N = 1024 or 4096
’\ \ 1 - Windowing: Hann
34 -
’S & 4| FDAF/STFT N=4036 P
- ] 7] FDAF/STFT N=1024
\ 1 | Bandass Filter + Blanking I:I
30-4 , .
0 5 10 15 2 25 30 35 40 45 50 55 60 65 70 75 | L BandassFiter =
Mormalized Power of Interference [dB] ¥| no mitigation

Initial RFI power at the ISU inpBt; s,=-92.3dBm
Initial RFI power at the antenrig,; ., =-117.8dBm
Maximum regain of GPS with FDAF/STFT (N=4D9%F H nR.
al EAYdzY NB3IAIAY 2F DtD BA@RRMCAMBHISNI b .t Yyl Ay3IE
I/S(GPS) 47.8dBm + 127.5dBm = 79.7dB
®
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¥
Aﬁ

Mitigation
by using the polarization of the signals
to distinguish between the GNSS and the interference signals

Advantage:
- the only algorithm with a single-aperture antenna, who can mitigate
broadband noise RFI

@
INSTITUTE OF
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T TR (1 = 0 (S [ S W|theﬁ

I adBRAL e aAay3atS FyaSyylr =
Using thepolarizationof the signals to distinguish between thel;GNSS
and the interference signafany typec even broadband noise) ~

-

/‘“Ey
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SDR Ch2

Source: G. Pant her , APatch Antennas for the New GNSS,fA in GPS Worl d,

A RHCP
A GNSS signal

A halve of the interference power
4

1
\\ High cross-
RHCP « polarization ,
v rejection

o S BB die T f e o 5 R o Same amplitude,
- R : but different phase offset

T A LHCP
A halve of the interference power

Low radiation below horizon
(ideal)

210°

270°
Source: B. Rama Rao, W. Kunysz, R. L. Fante and
K. F. McDonald, GPS/GNSS Antennas, Artech House, 2013 @
der Bundeswehr y
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v

—>

1
1
LHCP Filter® |— /| —
1
1
MPhase shift & magnitude
correction
Note:

The purpose of this demonstration is to provide a simplified explanation. It is not reflecting a realistic

time-domain signal!
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